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“Only amateurs attack machines; professionals target people” B.Schiener



Pandemic Cybersecurity Trends 
Cybercriminals continue to exploit the pandemic for cybersecurity attacks

Rials, William. “Top Cybersecurity Trends for 2021 and Beyond.”Homeland Security Affairs: Pracademic Affairs 1, Article 3 (May 2021). 
www.hsaj.org/articles17153 

❖ Home offices have become top cyber targets

❖ Ransomware remains a top threat

❖ Legacy technical architecture will be the weak link for many 
organizations and home offices

❖ Social engineering attacks will increase and become more sophisticated



Your Cyber-Risk Level

Position at Work
› Higher risk roles include 

leadership (e.g. C-suite) and 
cash flow decision-makers

› Work from home environment

Software Hygiene
› Password variety and difficulty
› Update frequency - both of 

passwords and software versions

Unsecure Networks & Practices
› Auto-connection to and use of public wi-

fi networks
› Leaving electronics unlocked
› Increased risk of data interception

Number of Connected 
Devices in the Home

Your 
Cyber Risk 

Level

You can edit this text

Level of Wealth
› Wealthier individuals are 

increasingly likely to be targeted



Our Greatest Threat is Ourselves

❖ Immunity: “It won’t happen to me”

❖ Mis-prioritization: “I‘ll install that update later”

❖ Undervaluing of assets: “I don’t have any money”

❖ Undervaluing of potential: “I don’t have anything 
important on my computer”

❖ Inattention: Not heeding IT advice on email 
management



Your Cyber-Security 
Toolkit

Common sense approaches to 
minimize cyber risk



Step 1: Password Hygiene

❖ Inventory accounts

❖ Example: (banking, Netflix, Facebook, 
etc.)

❖ Use a strong, different password for each

❖ Combination of letters, numbers & 
symbols

❖ 8+ characters

❖ Use sentences or acronyms instead of 
words

❖ Example: My dog Fido is great! = 
Mid0gF1d01sGr8!

❖ Use multi-factor authentication when 
possible

❖ Close all unused accounts

❖ Consider using an encrypted password 
manager



Step 2: Operating Systems

❖ Phone and computer software 
should both be kept current

❖ Skipping updates prolongs 
vulnerability and eases 
unauthorized access to private 
information, putting you at 
risk for identity theft, loss of 
money, credit, etc.



Step 3: Install and use a VPN

❖ Virtual Private Networks 
(“VPNs”) create an encrypted 
connection between your 
device and the network

❖ Prevents data from being 
hacked on a public Wi-Fi 
network

❖ Hides information from ISPs

❖ Mirror another location to 
access websites only available 
in a certain geographic location



Step 4: Education and Actions

Social Engineering
› Know the most common 

ways in which scammers take 
advantage of individuals

› Phishing, spam, whaling, 
phone calls, SMS

Credit Cards
› Set up recurring 

payments for regular bills
› Online purchases 
› POS purchases
› Practice caution around 

ATMs

Social 
Engineering

Credit 
Cards

Physical

Secure 
Connections

Secure Connections
› Use HTTPS vs. HTTP URLs 

when possible
› Firewalls / Encryption
› Electronic banking
› VPN 

Physical
› Shred unneeded documents
› Opt out of mailers
› Be aware of immediate 

surroundings
› Social media
› Monitor credit score at least 

annually

Key knowledge components and best practices to keep you ahead of the curve



Step 5: Inventory all Connected Devices

❖ Individual

❖ Phone, tablet, laptop, smart 
watch, desktop, etc.

❖ Home / Office

❖ Smart speaker, smart TV, 
security system, smart 
thermostat, light bulbs, etc.



Step 6: S.A.V.E Yourself

❖ STOP: 

❖ Everything you are doing

❖ ASK 

❖ Is there urgency; is this out of the 
ordinary?

❖ VERIFY 

❖ Pick up the phone and verify!!

❖ ELEVATE

❖ Security department, authorities. IC3 
–Internet Crime Complaint Center 
(FBI)



Resources
Websites

❖ www.haveibeenpwned.com —
checks email addresses to determine 
if it is associated with an account 
that has been compromised in a data 
breach

❖ www.ic3.gov — the mission of the 
Internet Crime Complaint Center, 
also known as IC3, is to provide the 
public with a reliable and convenient 
reporting mechanism to submit 
information to the FBI



Business Email 
Compromise (BEC)

An overview of the practice 
and protection



BEC: Fast Facts
❖ Most commonly invoice or 

payment fraud
❖ 62% involve the cybercriminal 

asking for gift or money cards
❖ In 2020 alone:
❖ 65% of all organizations faced 

BEC attacks
❖ 80% of those firms 

experienced an increase
❖ Payment / invoice / billing 

scams skyrocketed by 155%
https://www.idagent.com/10-must-see-business-email-compromise-statistics



BEC Timeline
An outline of how the business e-mail compromise is 
executed by some organized crime groups Example



BEC Timeline
Very Recent Example



BEC: Best Practices

❖ Verify and confirm any changes in vendor info through known phone numbers

❖ Be wary of free, web-based e-mail addresses

❖ Be judicious about financial and personal info on social media

❖ Regard wire requests with secrecy or pressure to take action quickly with suspicion

❖ Consider two-step authentication for wires

❖ Double check email addresses ( .co vs .com)

KYC (Know Your Customer)



Is this really necessary?

❖ Roughly 30,000 to 50,000 
websites are hacked per day

❖ Most hacking is automated 
who never get tired or bored. 
Hackers are a real threat to 
your business!



Kevin W. Cooke, CFE
@kevinwcooke

Disclaimer: 

The views and opinions in this document are those of the individual
presenter and should not be attributed to the United States Secret Service and/or the 

Department of Homeland Security.

This document is the intellectual property of the individual presenter and may not be 
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